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Abstract 

The analysis of the possibility of building a system for identifying the Internet of Things devices based on the Digital 

Object Architecture has been carried out. A model of the resolution handle system of Digital Object Identification as 

a queuing system is proposed. The analysis of the existing handle system is presented an identification system model 

based on digital object architecture. Based on the developed model of the queuing system, an optimization experiment 

was performed. The configuration of the resolution system was obtained, allowing to reduce the time for resolving the 

device identifier. The software of the existing handle system resolution was analyzed. The ways of improving the 

algorithms to reduce the time for identifier resolution were proposed. 
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1. Introduction 

In modern society, a significant part of the market for technical systems is occupied by the Internet and Things. 

These devices find their place in many areas, ranging from simple household use, medicine and ending with military 

applications (Al-Bahri et al., 2019a). According to rough estimates, the number of IoT devices is about 28 billion and 

this figure is growing every year. A huge multitude of IoT devices interact with each other daily, which opens up 

tremendous opportunities for creating applications of various classes based on smart systems (Al-Bahri et al., 2020). 

Obviously, to ensure correct and fast work with a huge flow of information from such devices, a reliable addressing 

and identification system is required, and therefore a separate area of identification tasks is allocated - the identification 

of the Internet of things. The main problem in this area is the assignment of unique identifiers and associated metadata 

to devices of the Internet of Things, allowing them to exchange information with various entities on the Internet 

(Alattar, et al, 2021). In (Kirichek et al., 2016), the authors considered and below generalized the main features of 

identification for the Internet of things, namely: 

Different life cycle of devices (some IoT objects can exist for a rather long time, while others - vice versa); 

The relationship of IoT objects with other entities that are not part of this system (for IoT devices during the life 

cycle, owners and administrators can change, which affects the processes of identification, authentication, and 

authorization) (Al-Bahri et al., 2019b). 

Special requirements for the context in which the devices operate (in certain cases, access of objects to the same 

data can be allowed or limited depending on the situation). Requirements for the provision of protection mechanisms 

(when designing these mechanisms, it is worth considering the limited resources and performance of IoT devices). 

The ability to expand the identification system to a huge number of devices (over a billion). The ability to work 

effectively for a wide variety of devices (devices in the IoT network can be extremely heterogeneous in their resources 

and performance. Transparency of the addressing system and independence from the network (in contrast to the 

classical addressing systems used, for example, on the Internet network, the identification of Internet of things devices 

should be independent of which network they are in or which user they belong to; in addition, it should be borne in 

mind that devices of the Internet of Things can change their location, but at the same time be uniquely identified in 

the network) (Al-Bahri et al., 2018a). 

A flexible and effective mechanism for resolving identifiers (IoT devices must be accurately identified regardless 

of their location; in addition, there must be simplicity in connecting and configuring a new IoT object to an existing 
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network). Safety and security of user data (do not forget that IoT devices often work with a huge amount of personal 

data, which requires additional protection measures) (Al-Bahri M et al., 2018b). 

Today, there are several approaches to building an identification system for devices in the Internet of things. One 

of the possible solutions to the arisen problem is the use of an identification architecture based on the architecture of 

digital objects DOA (from the English. Digital Object Architecture). 

 

2. General concept of Digital Objects Architecture 

As shown in the article (Kirichek et al., 2016), the existing information management systems in the network are 

based on the classical client-server architecture. The server in such a system is a place for storing information and 

processing requests from clients to work with this information. DOA, in contrast to this approach, seeks to resolve the 

issue not of localization, but of the context of a digital object (Lin et al, 2020;(Kahn & Wilensky, 2006). 

A digital object in this architecture is characterized not only by information about its location. In addition, it is 

possible to obtain various information about the object itself: requirements for access, authentication, information 

about the author, etc. (Koucheryavy et al., 2011). All this information is entered by the creator of the digital object 

himself. For this purpose, a special infrastructure is integrated into the DOA, providing the necessary encryption and 

access verification. 

The main building blocks of DOA are the digital object, the Handle System, and the digital object repository and 

registry. Let us dwell on the principles of the resolution system in more detail. 

Each digital object in the described architecture is assigned a unique identifier - DOI (Digital Object Identificatory). 

This identifier is somewhat reminiscent of the URL based on which the modern Internet is built. However, unlike the 

latter, the assigned identifiers remain constant and do not depend on the state of the digital object. It is the resolution 

system that connects the identifier with information about the status of a digital object (location, access, information 

about authenticity) (Phupattanasilp & Tong, 2019). In the classical architecture DOA, the resolution system is two-

level. The first level of resolution is the Global Handle Registry (GHR); the second level is a set of Local Handle 

Registry (LHR) or Local Handle Service (LHS). To resolve the identifier in this subsystem, first there is an appeal to 

the global register GHR, which reports information about the local register LHR, which contains the necessary 

information about the digital object. This process is shown schematically in Figure 1. 
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Figure 1. Structure of the Handle System 

 The very structure of the DOА identifier also corresponds to the two-level system (Thai, 2012). For example, 

consider the identifier: 10.1000 / 123abc. The first part, located before the "/", is called the prefix; the second part is 

a suffix. The prefix allows you to set the local registry information for the LHS digital object. This correspondence 

between prefix and administrator information is stored in the GHR global registry. The suffix already uniquely 

identifies a specific object, and this information connecting the suffix with a specific object is stored in the Local 

Handle Service LHS (Shortle et al., 2018). 

3. Resolution system simulation model 

 

In order to characterize the efficiency of the identifier resolution system in the DOA architecture when applied to 

the identification problems of the Internet of Things, let us consider the resolution system as a CMO (mass service 

system). 

It was decided to take the M/M/s model as the QS system. This model characterizes a system with an exponential 

distribution of the time for servicing requests and an exponential distribution of the time between the arrival of requests 

(Handle, 2021). There are more research studies related implementing clod computing for Systems Modelling and 
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enterprise planning (Yousif & Alattar, 2017; Saini et al, 2011). In addition, the model meets the following important 

conditions: 

• The presence of several processing channels (in this model, we will consider the GHR servers as an independent 

entity, only processing incoming requests). 

• There is no limitation on the length of the GHR buffer (every request entering the system will be served). 

• There is no priority for incoming requests, each request is processed in the sequence in which it entered the 

system. 

It is worth noting that when analyzing the processing of request traffic over a long period of time (for example, a 

day), the selected model will no longer be valid. However, this model can be used for short periods of time. An interval 

of 200 s was chosen as the operating time of the system. 

The model of the resolution system as CMO was implemented by analyzing the existing implementation of the 

resolution system (Al-Bahri et al., 2019; Al-Bahri M et al., 2018a; Lin et al, 2020). The existing architecture uses not 

one GHR server, but several servers belonging to the MPA (Multi-Primary Administrators) controlled by the DONA 

Foundation (Al-Bahri et al., 2020; Kahn & Wilensky, 2006). Each MPA server is a GHR capable of resolving 

incoming requests. By analyzing the operation of the software provided by Han-dling.net, the infrastructure of the 

top-level global register servers was established and the average latency for resolving a request by these servers was 

determined. In this software, all MPA servers are equivalent between themselves and the request for permission is 

sent sequentially to all servers and the response that came first is analyzed. At the same time, there is no accounting 

and analysis of the delay time to the server. In essence, the resolution system guarantees that if a request for permission 

enters the system, then it will certainly be fulfilled, however, the time that may be required for this is not clearly 

regulated (Lin et al, 2020; Koucheryavy et al., 2011). Table 1 shows the characteristics of the MPA servers used as 

GHRs in the current resolution system architecture. 

Figure 2 depicts a basic queuing process flowchart that looked at the identifier resolution process. simulation 

modeling of the queuing system developed in anylogic. 

The client’s element corresponds to the origin of requests to resolve IDs from devices. Then there is a branching 

into 8 channels, each of which corresponds to the infrastructure of a specific MPA. The probability of choosing each 

of the channels in the existing system is the same. Each MPA server is a set of claims buffer and ID processing server. 
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In this case, the number of channels in the processing server corresponds to the number of servers for each specific 

MPA, presented in Table 1. 

Table 1. Characteristics of MPA servers 

MPA IP address Average latency 

per resolution, ms 

Average latency nCNRI (America) 132.151.20.9; 

38.100.138.153; 

38.100.138.131; 

132.151.20.9; 

2001:550:100:6::138:153; 

2001:550:100:6::4; 

132.151.1.179 

243.548 

ITU (Switzerland) 156.106.193.160 71.33 

Beijing Flash Newsletter Cas Telecommunication 

(China) 

119.90.34.34 473.583 

Alicloud (China) 47.90.103.77 410.693 

ATI - Agence Tunisienne Internet (Tunisia) 41.231.118.2 82.510 

Gesellschaft Für 134.76.30.197 44.356 

Wissenschaftliche 86.111.195.107 318.450 

Datenverarbeitung Mbh Göttingen (Germany) 196.12.152.22 258.450 

 

It should be noted that, only the upper level of GHR and the next level of work of the system with LHS was not 

analyzed. Interaction with local servers and analysis of their configuration should be considered separately within the 

framework of a specific problem being solved. 

 

Figure 2. Simulation model of the system of resolution of the identifier of digital objects as a CMOреальности (Shortle et al., 2018). 
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4. Simulation Results 

Since the DOA system is built based on a network architecture that already exists at the moment for the global 

Internet, the main parameters affecting the operation will be the amount of network delay for an incoming request, the 

speed of processing the request by the server responsible for resolution, and the number of processing channels for 

each MPA.  

The characteristic of the resolution system, which is critical for identifying the Internet of Things, is the average 

service time of one request. This time will depend on both the system configuration and the intensity of the load. 

Figure 3-a (blue line) shows the dependence of the average time of identifier resolution on the intensity of incoming 

requests for the current system configuration. As can be seen from the graph, with an increase in the load intensity, 

the average resolution time for one identifier also increases, and under heavy loads this time reaches 30 seconds, which 

is quite a lot for real applications, especially when compared with the indicators of the DNS system.  

 

 

a) 

Figure 3-b (orang line) shows the curve of the dependence of the request resolution time on the intensity of 

requests arriving when configuring servers, taken as a result of the optimization experiment. Using the capabilities 

of the Anylogic environment, we will conduct an optimization experiment aimed at establishing the most suitable 

infrastructure for GHR servers with the current configuration of time delays in order to reduce the average time of 

identifier resolution. 



                                                                        73 
 

 

 

b) 

Figure 3. Dependence of the resolution time on the intensity of requests (a) and with optimal configuration (b) 

 

The main parameter for optimization will be the number of GHR servers used by each MPA. As an objective 

function, we will strive to minimize the request resolution time. Let's set the resolution time to no more than 1 second. 

Let's set the value of the intensity to 50 Lambda (better with an icon). Where lambda (by the icon) is the parameter of 

the exponential distribution of the time of receipt of applications. The optimization results are shown in Figure 4.  

 Current The Best 

Interacting 500 60 

functional 3,947 0,878 

Parameters  

Alfa  50 50 

d1 7 7 

d2 9 10 

d3 4 1 

d4 9 10 

d5 8 10 

d6 8 10 

d7 10 10 

d8 8 10 

 

Figure 4. Parameters of the optimization experiment 

In the created model, alfa is the load intensity parameter; d1 ... d8 is the number of servers for each MPA. The 

graph in Figure 4 shows that with this configuration of GHR servers, the resolution of the identifier in the system is 

much faster. An increase in speed by 15 times is achieved at the maximum load intensity. 
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Figure 5. Results of the optimization experiment 

 

 Figure 5 shows the iterative optimization process for the developed QS model. The optimization process 

consists in the sequential launch of the model with varying the optimization parameters (the number of GHR servers) 

to achieve the set goal (the resolution time of the identifier is less than 1 sec.). The graphs in Figure 5 show a graph 

of sequential optimization of the optimization objective function and calculating an optimization function for the 

parameters of the current iteration (gray graph) and parameters of the best case (blue graph). At the end of the 

optimization process, we get a set of parameters (the number of GHR servers) that are closest to giving the result of 

the resolution time for identifiers no more than 1 sec. For the current configuration of the model, the number of servers 

is 7, 10, 1, 10.10, 10, 10.10 for each MPA from Table 1, respectively 

 

5. Conclusion 

 Based on the results of system modeling, it can be concluded that the current infrastructure of the resolution system 

requires further scaling and distribution in order to be able to withstand heavy loads and minimize the resolution time 

of incoming requests. This is especially true when using the DOA architecture and the resolution system in tasks 
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related to the identification of devices in the Internet of Things, the number of which is estimated at billions; In this 

case, the intensity of requests in the resolution system can be extremely high. 

 In addition to the infrastructural expansion of the existing system, improvements need to be carried out in the 

program part of the resolution system. As mentioned earlier, as a result of the analysis of the open-source code of the 

library provided by Handling.net for building their own client solutions for interacting with the resolution system, it 

was found that when sending a request for identifier resolution to the GHR servers, no preliminary analysis of the 

network latency time to each of the servers. Each server from the list shown in Table 1 is polled in a random sequence 

and the first response received is analyzed. This implementation undoubtedly affects the overall time of identifier 

resolution. Therefore, further modification of the original is required in order to create functionality for sorting and 

prioritizing GHR servers, depending on the network delay from the client device.  
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