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Abstract

Plans for preventing and mitigating vulnerabilities in computer networks are known as cybersecurity frameworks. With the
assistance of the Cybersecurity Framework, organisations are able to reduce their vulnerability to cyber-attacks and improve the
strength of their defences. The cybersecurity framework has made the decision to take part in trials so that it may improve its ability
to handle long-term security frameworks. This gives rise to concerns about cost and time rather than safety at this point in time
because of the situation that is occurring. A firm may utilise the similarities that are shared by many cyber security frameworks as
a reference to assist it in selecting the framework that is the most suitable for the needs that are unique to the organisation. This
study investigated the literature to compare the two-cybersecurity framework NIST and 1SO27001 adequacy and selection criteria.
According to the findings of this study, the risk maturity level, cost, and certification are the three most significant components of
CSF implementation for firms.
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1. Introduction

It is a huge difficulty for service providers to deal with attack actors whose aims include accessing either system
data or consumer data. In spite of the widespread belief that security providers include cyber protection as an essential
component of the services they provide, a recent survey conducted by Insight revealed that over seventy percent of
business owners do not have confidence that their companies can withstand an attack launched via cyberspace (M. I.
Alshar’e, Sulaiman, Mokhtar, & Zin, 2014); (ALSHAR’E et al., 2015); (Najar et al., 2020),(Alshar’E et al., 2015);
(Roy, 2020), (Mustafa et al., 2022); (M. Alshar’e et al., 2022).

The first thing to understand is that security needs are different for every organization. This means that there is no
one-size-fits-all solution for securing an organization’s information assets. Every business has unique requirements
and those requirements change over time, which makes it even more important to work with a security consulting firm
that understands your business and its unique needs. Security risks can be reduced by implementing the right controls
in place, but they cannot be eliminated entirely without putting your company at risk of a breach (Mustafa et al., 2021);
(Olayah et al., 2022); (JAWARNEH, 2022). The best way to reduce the risk of a breach is by identifying where
vulnerabilities areis the best way to reduce the risk as a consequence of taking a break (Saini, D. & Yousif, J., 2021).
A breach in data security occurs when sensitive information may be accessed, modified, or removed without the
owner's knowledge or consent. Any component of the hardware, any network node, any application, or any component
of the operating system might contain a security issue (M. Alshar’e & Mustafa, 2021) ; (Alshar’e, Albadi, et al.,
2022).

A "cyber security framework" is a collection of international standards and best practises that are referred to
collectively as a "cyber security framework” (Atoum et al., 2014); (Mustafa et al., 2020), (Bian et al., 2022). This
framework is necessary for the protection of information and IT infrastructure against cyber-attacks and other security
hazards. It's possible that when you hear the phrase "cyber security framework," what you're really referring to is an
international set of principles for keeping networks secure. It is possible for companies to utilise the frameworks as a
jumping off point in order to improve the security of their computer networks. Cybersecurity frameworks are designed
to assist businesses and other organisations in the case of a cyberattack by assisting them in analysing the situation,
keeping track of threats, and taking the required action. Businesses are able to manage their cyber security risks in a
way that is both voluntary and straightforward because to the frameworks for cyber security, which are founded on a

set of previous principles and standards. Both the government and the private sector have contributed to the
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construction and development of cyber security regimes. Components of cyber security frameworks include rules,
standards, practises, and ideas that ensure robust safety. These may be broken down into four categories: rules,
practises, and suggestions.

There are cyber security frameworks available that are aimed to assist businesses not just with risk reduction but
also with the coordination and communication of its partners (Boneh & Shoup, 2020); (Smail et al., 2022).
Cybersecurity frameworks are constructed consisting of separate elements, each of which is responsible for a certain
purpose. The fundamental component of the framework is in charge of standardising the process of tracking and
defending against cyber threats and assaults. The management of cyber security via the use of specific protocols is the
responsibility of the various implementation tiers. Thirdly, profiles are vital in identifying and putting into action
efficient measures to increase cyber security all across an organisation (Forouzan & Mukhopadhyay, 2015). Some of
the most common cyber security models include the following. Although at first glance the frameworks seem to be
quite distinct from one another, in reality they are all working toward the same goal. There is a degree of diversity
across the various cyber security frameworks; this provides companies with the opportunity to make well-informed

decisions based on considerations such as appropriateness and usefulness.

2. Background

Before a cyber-attack can take place, companies and organisations need to establish the best possible frameworks
to keep track of, manage, and eliminate any threats to their online safety. The creation of a cyber security framework
is the most effective technique for guaranteeing that users are protected in an online setting (M. 1. Alshar’e, Sulaiman,
Mokhtar, & Mohdzin, 2014); (M. Alshar’e et al., 2022). Because it contains all of the essential processes and
instruments, this structure is an excellent choice for protecting the organization's resources. In the real world, a
framework is the system of beams that holds up a building; however, in the realm of ideas, it refers to the framework
that identifies a system and its data, as well as the way of organising that data and any other responsibilities that may
be associated to it (Panda & Bower, 2020). In the real world, a framework is the system of beams that holds up a
building; however, in the realm of ideas, it refers to the framework that identifies a system and its

The term "cybersecurity framework" refers to a set of rules, procedures, and standards that are designed to combat

threats that may be found online (Chidukwani, A. et al., 2022).
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The security objectives that are intended to be met by the frameworks include things like making it more difficult
for criminals and hackers to take advantage of the system by removing its vulnerabilities and researching its weak
points (Kahyaoglu & Caliyurt, 2018).

The use of cyber security frameworks may be advantageous for security provider managers (SPMs) since these
frameworks give a standardised and logical approach to the mitigation of cyber risk. The seven cyber security
frameworks that are utilised the most often are SOC2, "ISO 27001/27002 and NIST Cyber Security framework,"
FISMA, GDPR, and HIPAA. NERC CIP is the seventh most utilised cyber security framework. By establishing a
consistent lexicon and set of criteria for security provider managers across a variety of industries and corporations,
the goal of these frameworks is to provide organisations with a road map for analysing, monitoring, and removing
cyber security threats (Asaad R. & Saeed V., 2022). This will be accomplished by offering organisations a road map.
This is done in order to provide companies with a map of the actions and procedures that they need to carry out in
order to protect themselves against cyberattacks (Shackelford, Russell, et al., 2015); (Sabillon et al., 2017), (Azmi et
al., 2018).

One of the most significant components of sec helpful is the cyber security framework, which has gained broad
acceptance across large and small enterprises equally (Srinivas et al., 2019). Because it impacts many other sectors in
addition to manufacturing, it is one of the most essential aspects of sec useful. Due to the fact that it is used in a wide
variety of sectors and businesses, it may be considered a rather comprehensive structure. There are three types of cyber
security frameworks based on the needed function, which are:

e Control frameworks: These give an overall strategy for the cybersecurity team of an organisation, provide a

basic set of security controls, and assist to prioritise the implementation of such measures.

e Program frameworks: With the help of this framework, an analysis of the state of the organization's security

programme and an evaluation of its degree of safety were carried out.

e Risk frameworks: Frameworks of this kind are used so that the procedures that are necessary for risk

assessment can be specified, and so that the proper security measures and activities may be prioritised.

Threats to the organization's security are also characterised, quantified, and evaluated in this process.

A framework for cyber security provides users with several advantages. To begin, it provides a comprehensive
language and a systematic strategy to lowering the risk associated with cyber security. One further advantage of

implementing a cyber security framework is that it will combine together a variety of different protective
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responsibilities, which can then be tailored to the requirements of a certain company. On the other hand, framework
profiling enables businesses and other organisations to focus in on the areas in which they may either build whole new
processes or make enhancements to the ones they already have. The combination of these features with the simple
vocabulary used in the frameworks makes it easier to have clear communication across the board and with consumers.
It may be beneficial for organisations to employ frameworks since doing so provides them with an understanding of
how the organisation as a whole handles the management of cyber security risks. As a result, the framework is used
as a tool for evaluation, during which the budget, the importance of the mission, and the appetite for risk are evaluated
(Donaldson et al., 2015); (Shackelford, Russell, et al., 2015). In any case, the integration of the cyber risk management
framework with the organization's risk management strategy is one of the primary reasons why the cyber security
framework is one of the most effective methods for preventing cyberattacks. Any company or other organisation,
regardless of its size or purpose, that does not implement any kind of cyber security policy stands the danger of
suffering from three different kinds of harm. Due to the absence of a comprehensive cyber security framework, a
company is unable to determine which security programmes and firewalls are required to protect its data from being
compromised by potentially hazardous online behaviour. The organisation does not have the resources required to
either avoid cyber security attacks or react to those that have already occurred. Because of this, the organisation does
not have the resources necessary to mount a defence against the threat. Companies are unable to develop a transparent
command structure from the moment an attack is discovered if they do not have an established cyber security

architecture (Radanliev et al., 2018); (Malatji et al., 2019); (Kim et al., 2021).

3. Comparison of the Two Frameworks

When it comes to the protection of sensitive information, organisations have access to hundreds of different cyber
security frameworks from which to choose. The Cyber Security Framework developed by the National Institute of
Standards and Technology (NIST) and the one developed by the International Organization for Standardization (1SO)
are two of the most common examples (Ajijola et al., 2014); (Thakur et al., 2015); (Shackelford, Proia, et al., 2015);
(Radanliev et al., 2019); (White & Sjelin, 2022). Each of these architectures places an emphasis on achieving a high
level of security as one of its key aims. Both share certain qualities while also revealing some obvious differences

between the two.
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3.1 National Institute of Standards and Technology Cyber security Framework (NIST) Framework

It comprises three main components that may assist a business owner evaluate and rank the state of his company's risk

maturity, as well as the steps he has to take to enhance it.

Core: Identification, protection, reaction, and recovery are the five essential functions that make up the core
processes. In order to address concerns around cyber security, the framework used these elements. These
actions, which were split down into a total of 23 activities, covered everything from the fundamentals of
developing a cyber security programme to the fundamental aspects of risk management systems.
Implementation tiers: The NIST CSF employed a scoring system with points ranging from 0 to 4 on a scale
from 0O to establish an overall score that the firm could use as a benchmark for its level of risk maturity.
Profiles: It is beneficial to organisations in evaluating their current risk tolerance level. Aside from that, it
educates the organisation on how to reduce risks and gives security measures a higher priority, both of which
are positive outcomes. If the company compares its present profiles to its ideal profiles, it may be able to
more effectively deploy its resources to improve its security management over time, which will help the

company expand.

3.1.1 Strengths of the NIST framework

Make it possible for management of cyber risks and safety to continue for the long term.
The internet really needs to have greater safeguards in place.
Connect the links between the world of business and the community of technical innovators.

Make sure you are well-prepared for the time when you will be required to comply with the requirements.

3.1.2 Weakness of the NIST framework

When it comes to the protection of cloud environments or cloud computing systems, there are very few hazards. It

is not possible to get international accreditation using this method.

3.2 ISO Framework

The International Organization for Standardization (1SO) is a non-governmental organisation with its headquarters in

Geneva that has published more than 22600 standards for use in a diverse array of industries. It encompasses a wide

range of processes involved with the management of IT risk and with the protection of data. The framework for the

development of an information systems management system is described. It is generally agreed upon that the set of
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standards known as 1SO 27001 provides a trustworthy basis for security management. Determination is made on the
prerequisites for creating, implementing, and improving information security management systems. Increasing the
security of a company's sensitive data may be accomplished in a number of ways, one of which is through adopting
ISO. The implementation of 1ISO guarantees that data can be relied on, that it is always available, and that it is always
maintained safe. An audit against an 1SO framework is conducted in two stages. The first step of the audit is referred
to as the "documents review," and it is during this phase that the auditor looks into the written records of the system's
operations, policies, and procedures to determine whether or not they comply with ISO 27001. An on-site review is
part of the second step, which is known as the “certification audit." The goal of this phase is to verify whether or not
the organisation in question has implemented an ISMS in line with ISO 27002. However, 1SO certification has a time

limit of three years before it must be renewed(Middleton, 2022).
3.2.1 Strengths of 1ISO

An important competitive advantage in the market Recovering from financial failures brought on by security breaches
requires specific expertise. The reduction of the costs associated with breaching the law led to cost savings. It brings

about a huge improvement in the overall order inside.
3.2.2 Weakness of 1ISO

The additional cost incurred as a result of needing to do more work.
e ltisrequired to be updated once every three years.
e Itisimperative that cash be set aside for IT. However, ISO 27001 does not provide a clear definition of scope.
o Because of this, it is simple for clients to be deceived into thinking that the certification applies to the whole

organisation rather than simply a particular sector of the business.
3.3 The similarities between 1SO and NIST

Both of these all-encompassing frameworks address the management of the risks associated with cybersecurity.
Because there is considerable interest among companies in adopting the NIST framework and in satisfying the
standards of 1SO, the 27001 recommendations ought to be easy to put into practise. Many of the framework-specific
controls, as well as the definitions and codes that are used in one framework, may be used in another framework. This

is also true for the majority of the controls. Both of these frameworks make use of vocabulary that is globally known,
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which makes it easier for professionals working in a broad variety of fields to communicate clearly and effectively

about challenges related to cyber security.

3.4 The differences between NIST and ISO

There are some differences between NIST CST and 1SO such as cost, certification, and risk maturity.

Cost: While the resources of the NIST may be accessed without charge at any time, those of the SO cannot.
Most new and developing organisations want to start their cyber security risk management programme with
NIST, and as they grow, they will want to raise their investment in ISO 20071, which is where they will want
to manage their cyber security risk.

Certification: You have the opportunity to get third-party certification with ISO 20071, which will be
acknowledged in any region of the globe. Although this may come at a high cost, there is a possibility that it
may assist the organisation in gaining the trust of its stakeholders and consumers. Despite this, NIST does
not provide any type of certification of any kind.

Risk maturity: If your firm is just getting started on formulating a plan for mitigating the dangers posed by
cyberspace and you want to make sure you don't make the same errors again, NIST could be the way to go.
If your organisation is already well-established and ready to seek certification, 1ISO 20071 is a good standard

to adopt.

3.5 The Complexity of 1SO 27001 and NIST

You should anticipate that ISO 27001 will be as complicated as it must be for a firm of Your Size and Type in order

to be successful. To maintain adequate control over its vulnerabilities, a bigger company will need to take into

consideration and put into practise an increased number of precautions, regulations, and processes. In addition to

bigger activities, actions involving a large number of employees should be carried out. One example of this would be

making certain that every employee had exceptional cyber security expertise. The framework developed by NIST is

more complicated than the one developed by ISO. The NIST framework is difficult to implement in many companies'

operations because such companies lack the in-house NIST knowledge necessary to do so. CyberStorngTM and cyber

saint® are two products that were created with the goal of making this procedure easier. Cyber strong simplifies the

process of adopting NIST by dividing it up into five distinct steps: identifying, protecting, detecting, reacting, and
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recovering. As a consequence of this, consolidate all of the operations into a single system. Table 1 provides a

summary of the key differences between the cyber security frameworks developed by NIST and 1SO.

Table 1. Kev Difference between NIST and ISO 27001

NIST IS0 27001

Has policies and procedures adhered to. Uses security policies

Uses standard operation procedures Follows Asset hanagement

Emphasizes on personal security Emphasizes on human resources security

Involves awarsness and tramings Foruses on communication and management of operations.
Risk mitigation Focuses on business contmuity

4. Conclusion and Recommendations

Because of the intended organisational structure of the NIST Cybersecurity Framework (CSF), associations' boards of directors
and monitoring programs are susceptible to attacks on the data security of the associations. In order to establish insurance coverage,
the criteria developed by the National Institute of Standards and Technology (NIST) for nanotechnology are used (and even have
their superhero ratings). Framework, Execution Levels, and Profiles are the three pillars that make up the NIST CSF. They work
together to give a comprehensive assessment of the risks associated with your affiliates and a clear image of the actions that must

be taken to manage those risks.

Failure to conform to the 27,000 standards established by ISO, which are among the most widely recognised standards in the
world, may place the board of directors in peril. The International Organization for Standardization (1SO) 27001 is a set of

guidelines for establishing and maintaining effective information security management systems (ISMS).

A report may be used to organise the findings of any network security audits carried out with the assistance of 1ISO 27001. This
helps to guarantee that all of the required criteria and requirements for unquestionable information security architecture have been
reached (ISMS). It is also possible to get formal ISO 27001 permanence, a commentator that cannot be violated. 1ISO 27001, much
like NIST CSF, does not improve upon cycles or things explicit; nonetheless, the architecture of ISO 27001 provides more precision
than NIST on security measures and is integrally tied to ISO revisions. IEC TS 27008 2019 has been revised to address the most

recent insurance risks.

The differences between the two frameworks are broken down in terms of risk maturity, certification, and cost as follows:

In contrast to NIST CSF, which may be more appropriate for companies in critical times to promote organisational security that
executives are anticipating or trying to allay previous dissatisfaction with data breaches, 1ISO 27001 is a better choice for young
companies seeking accreditation due to its lower risk maturity. The International Organization for Standardization created 1SO

27001. (ISO). The National Institute of Standards and Technology created the NIST Common Security Framework (NIST).
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Products and services globally have been independently audited and certified as 1ISO 27001 compliant. Even so, an outside audit
might be crucial to building confidence with a potential long-term partner in your business. The NIST CSF does not provide
certificates of this kind. Cost, it is further explained that a newbie should begin damaging the council's program with the NIST
CSF, as opposed to 1SO 27001. This is because the NIST CSF is needlessly accessible, whereas 1ISO 27002 directs access to its

documents. This is due to the fact that the NIST CSF may be accessed with little effort. 1SO. 27001.
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